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@ CamocTosiTenbHoe
OHnNaiH-o6yueHue

Bpems BbiBECTU Bally
NB-komaHay Ha HOBbIV YPOBEHb

Kaspersky Cybersecurity training — 370 0TBET Ha NMOCTOSIHHO MEHSIOLLINIACS
naHpwadT Knbepyrpoa. Mbl NpefocTaBnseM akTyasnbHble 3HaHVS 06 3PdEKTUBHBIX
CTpaTernsax obHapy>XeHWs CIIOXHbIX YIPO3, PearnpoBaHnNs Ha HLMAEHTDI,

peBEePC NHXMHUPUHIE, @ Takke paspaboTkm 6Ge3onacHbIX peLleHnii, OCHOBaHHbIE
Ha BHYLUMTENIbHOM OMbITe 3KCMepToB «/laBopaTopui Kacnepckoros.

Yuntech B ynobHOe Bpemst 1 KOMDOPTHOM
Temne 13 Mtob0oI TOUKM M1Pa

@ MHoro npakTukKn

OTpabaTbiBaiiTe HaBblk O6ecreYeHIs!
Knbep6e30nacHOCTU B 6€30MacHOA
BUPTYanbHOW cpefe, nsydasl peasbHble
cnyyan knbepaTtak

@ Nyuwwe npenopasaTenu

MonyunTe yHUKanbHbIe COBETbI,
CTpaTerun 1 3HaH1S OT BeAyLUX
MUPOBbIX 9KCMEPTOB-MPaKTUKOB
B obnacTn Vb

Komy noponpayT TpeHuHrmn xTraining?

VIB-cneupanncThl

PykosoaunTtenn SOC

@ MNonnepxka n o6paTHasi CBA3b

. KoHcynbTaHTbl Mo kKnbepbe3onacHoCT
Vicnonb3dynTe nopTan Noaaep XXk ong

NoJTyYeHNst OTBETOB Ha VHTEpecyioLye
Bac BOMPOCH!

CneumanucThbl Mo aKTVBHOMY MNOUCKY Yrpo3

Cneuvan1cTbl Mo PeBepC-UHXUHUPUHIY BpeaoHocHoro MO
@ Ceprudukar o npoxoxaeHUm

Monyunte PDF-cepTudvikaT Ha DkcnepTbl Mo 6e3onacHon paspaboTke MO

6naHke «JlabopaTtopmmn Kacnepckoro»
C NOAMNMChLIO aKCnepTa(-0B) Kypca,
YTO6bI MOBLICUTb BaLL NPEeCTNX B rMasax
paboTopaTtens

PaspaboTumku n apxmutekTopbl LLM/VN-cuctem
Focyupexgerns 1 nogpasaenernsg CERT

By3b| numncenegoBaTtesibCKne MHCTUTY Thbl

Mpenopasatenun Kaspersky Cybersecurity Training

Uropb Ky3HeL 0B,

[upexTop MobanbHoro LieHTpa
VICCNepoBaHNs 1 aHanvsa yrpos
(GReAT)

Cepreii Conpgatos,
PykosoguTens

LleHTpa MOHUTOpPWHra
KnbepbesonacHoCT
«JlabopaTopun Kacnepckoro»

AnmvaH LLlaa6aH,

PykoBoguTens rpynmbl LdpoBoi
KPVIMUHANMCTUKWN 1 pearnpoBaHns
Ha UHLWBEHTbI

Bnagucnas TylukaHOB,
PykoBoguTenb rpynnb
VICCNEnOBaHNA TEXHOMOMIA
MaLLHHOIo 06y4YeHs

OmuTpwuia LLimonnos,
PykoBoguTens otaena
6€30MacHOCTV NPOrPaMMHOro
obecneveHus

BukTop Ye6biwes,

ViccnepoBatenb 6e3onacHOCTY

TatbgHa LLnwkosa,

BenyLuii uccnepoBaTtesib yrpo3
MHbOPMALIMOHHO 6e30MacHOCTM
[Mo6anbHoro LeHTpa
VICCNEefoBaHIs 1 aHanm3a yrpos
(GReAT)



PeBepC-NHXXWHNPUHT

PeBepC-VIH)KI/IHI/IpI/IHI' ANng HauMHaroLwmx

- NMonyunTte 6a3oBble 3HaHKS Mo aHanM3y BpefoHocHoro MMO.
- O3HaKoOMbTECb C OCHOBHBIMU MHCTRYKLMSIMU accembriepa Intel.

- M3yunTe pasnunyHble cornaweHns o BblaoBax (stdcall, fastcall) v Tvnbl namMsaT (aBTOMaTUYECKNIA, OUHAMUYECKIA,
CcTaTUYeCKmi).

- BbinonHuTe aHann3 NcnonHIeEMbIX ¢aMﬂOB, CO34aHHbIX pas3fIMYHbIMU KOMMNNATOPaMWK, YTOObI Jy4lle OpneHTNpPOBaTbCH B
6onee CNoXHbIX KOMNnndTopax.

- MNoparoToBbTeCk K CEAYyOWEMY YPOBHIO Kypca Mo peBepC-UHXUHNPUHTY.

PeBepc-UHXUHNPUHT BpepoHocHoro MO ansg Mo6bunbHbIX YCTPOWCTB

- HayuuTecb aHannaunposaTb BpenoHocHoe MO ans MobunbHbIX YCTPoCTB (¢ obpasuamu gns Android/iOS).

- OcBoliTe paclUMpPeHHbI CTaTUYECKMA (MOBEPXHOCTHDIN) aHaNn3: paspeLLeHns, CTPOKN, CUrHaTYpbl, dalinbl pecypcos,
Jekomnunaums 6amtkona Dalvik.

- Y3HaliTe, Kak MpPOBOANTb CTAaTUYECKMI aHann3 HaTUBHbIX B1bnnoTek ansg Android niOS ¢ nomolsto Ghidra.

- OcBo¥iTe NPOABMHY ThI AMHAMWYECKUI aHaMM3 NPy NOMOLLM ANHAMUYECKNX MHCTRYMEHTOB Frida.

PeBepc-MHXUHNPUHT TapreTupoBaHHoro NO

- MNpoaHannanpyiTe peanbHble 06pasLbl BpegoHocHoro MO, cnonbayemoro APT-rpynnamu.
- [NpoBenunTe peBepC-NHXNHUPUHI BPEAOHOCHbIX JOKYMEHTOB 1 SKCM/IOATOB.

+  N3yunTe MHCTPYMEHTbI PEBEPC-MHXMHNPWHIA, HanMcaHHble Ha pasHbIX 93blkax MporpaMMMpPOBaHIS, B TOM YiCe
ckpunToBbix (C, .NET, Delphi, Powershell, JavaScript, C+), 1 CKOMNUAMPOBaHHBIMU 01 apXUTEKTYP X86 1 x64 onepaLmoHHbIX
cuctem Windows 1 Linux ¢ MTOMOLLIBIO PasinyHbIX KOMIUASTOPOB).

-+ N3yunTe paclumpeHHble BO3MOXHOCTU MHCTPYMEHTOB AJ151 PEBEPC-UHXUHUPUHIE, B TOM Ynicne GyHKLMN CO30aHNS
ckpunTos B IDA Pro.

TexHMnKN NpoABMHYTOro aHannsa sBpegoHocHoro NO
- [poaHanusnpyiTe CoBpPEMEHHbIE CNOXHbIE 06pa3Lbl Kofa — OT MOSyYEHS UICXOOHOro apTedakTa 4O COCTaBNEHMS
TexHn4eckoro onvcaHns TTP 3noymbiwneHHmka n I0C.

- CospaiiTe cTaTuyeckune aelumndpaTopsl 4N pearbHbIX CLeHapVeB 1 NpoBeanTe Nocnenyowmii ry6oKuin aHanms
BPEAOHOCHOro KoJa.

. I'IpoaHanmsl/lpyMTe OOKYMEHTDbI, C MOMOLLIbIO KOTOPbIX 3/10Y MbILLTEHHNKW 06bI4YHO LOCTaBNSOT NMONEe3HYo Harpysky,
n ysHaMTe, KakK X n3BneKkaTb.

- Y3HaliTe, KaKk TOYHO 1 Gq)q)eKTI/IBHO OLEHNTb ylu,ep6 N NIMKBNOMpoBaTb NocnencTeng NHUmoeHTa.

MpoaBuHyTbIN peBepc-NHXMHNPUHT ¢ Ghidra

- O3HaKOMbTECH C NpoLEeCccoM HacTpoliki Ghidra n c6opkim ee akTyanbHOWM BEPCUN U3 ICXOAHOMO KoZa.
- PaccmoTpuTe TUNnYHbIN pabounii npoLlecc aHanuaa BpegoHocHoro N0 ¢ nomoupto Ghidra.

- [NonyunTe YeTkoe NpPeacTaBneHNE O TOM, Kak paboTaTb C TUNaMm 1 CTPYKTYpamMin AaHHbIX B Ghidra.

- HayuuTecb onpenensts kog 6ubnmoTeku cpefpl BbINOMHEHNS ¢ NoMoLLbio Ghidra.

- Y3HaliTe, Kak C NOMOLLbIO ckpunToB Ghidra aBToMaTU3npoBaTh 334341 PEBEPC-UHXUHVPUHTA.

- Y3HaliTe, KaK pacLumpnTb BO3MOXHOCTM Ghidra ¢ nomoLLbto cpefpl paspaboTku Eclipse.

Ghidra — 9T0 VHXXeHEePHbI PPEIMBOPK C OTKPBITIM UCXOAHBIM KOAOM, CO3AaHHbIA 11 NMOAAEPXXVBaAEMbIN YMpaBNeHeM UCCNefoBaHuii AreHTCTBa HaLwioHanbHo 6eaonacHocTn CLLA



AKTVBHbIV NMOUNCK Yrpo3

Mownck APT-yrpos c nomouwbio YARA

- HayunTecb nucatb uetkme adpdpekTmHble YARA-NpaBuna, B TOM YnCHEe C UCMONb30BaHNeM reHepaTtopoB YARA-npasun
0119 SKOHOMUW BPEMEHM U CUJI.

- OcsoliTe TecTupoBaHvie YARA-NpaBmn Ha NOXHbIE CpabaTbiBaHNS, KOTOPbIE MOTYT UCKa3UTb Pe3ynbTaT.

- BobigBngainTe ckpbiThlie 06pasLbl BpenoHocHoro MO B MHGpacTpyKType 1 Ha obnayHbiX nnatdopmax.

- WcnonbsyinTe BHelwHne moaynv B YARA ang ewle 6onee adbdekTMBHOroO nomcka yrpos.

- Y3HaliTe ceKkpeTbl Nomcka aHoMasnui.

- [MpoBepbTe 3HaHNS Ha peanbHbIX NpUMepax, Takux kak atakm rpynn BlueTraveller n DiplomaticDuck.

MoHuTopuHr b n nounck yrpos

- WayuuTte CTpyKTYypy LIEHTPa MOHUTOPIHIa 1 pearnpoBaHIisl B pamkax CepBICOB Mo 3aLuuTe 6e30MacHOCTM.
- HayuuTecb nnaHMpoBaTh 1 OPraHN30BbIBATb MOHUTOPVHI 6€30MacHOCT B KOMMaHM.

. HayL4I/ITer MCnonb3oBaTb pa3/iNyHble NCTOYHNKW AaHHbIX 06 yrposax ang O6Hapy>KeHVI9| HOBbIX NPOABVHYTbIX YTPO3.

- HayuunTech BbISBNSTb 1 paccefoBaTh BPe4OHOCHYHO akTUBHOCTb B MHPPACTRYKTYpax Ha 6ase Windows 1 Linux ¢ yueTom

TTP 3n0yMBbILLNEHHNKOB.

- W3yuuTe nHdpacTpykTypy nomcka yrpos Ha ocHose ELK (Elasticsearch, Logstash, Kibana).

Wcnonb3oBaHue Suricata ans noncka yrpos 1 pearmpoBaHNs Ha NHUMOEHTbI

- [MosHakombTeck ¢ NIDS 1 meTogamm ero MCnob30BaHIS.

- OcBoliTe HaBbIKM HanMcaHKs NpaeBuna Suricata ans pasnnyHbIX NPOTOKOSOB.

- M3yunTe cnocobbl onTumMmsaumn Suricata npasun.

- Yrny6uTe 3HaHMsl 06 OCHOBHbIX B/OAX CETEBbIX aTak.

- HayunTecb NpoBOAWTbL aHanM3 Nogo3puTeNbHOro Tpaduka 1 pacrno3HaBaTb aHOMann Tpaduika.
- Y3HaliTe, Kak onpeneniTb U MUHUMU3POBATL IOXHbIE CpabaTbiBaHMS.

. HayL‘II/ITer 1ncnonb3oBaTh Suricata ong noncka Yrpos.

PearmpOBaHme Ha NMHUOEHTDbI

PearnposaHmne Ha nHunpeHTbl B Windows

-+ N3yunTe nocnenoBaTenbHOCTL 1 COAEPXKaHME 3TarNoB - [loBbICbTe Ka4YeCTBO CO34aBaEMbIX VIHAMKATOPOB
pearnpoBaHng Ha NHLMOEHTHI. KomnpomeTaumm (1oC).

- N3yunTte cnocobbl BbIGBNEHVS KNOEPUHLIMAEHTOB - HayunTtecb npoBoanTb aHanmn3 nopaxxeHHbIX MaLUvH
1 pearmpoBaHs Ha HUX. B peXume peasibHOro BpeMeHW.

- OcBoliTe pa3nnyHble METOApI aTaK 1 aHaTOMUIO LiENEBbIX - OcBoliTe HaBbIKV KPUMUHANMNCTYECKOrO aHanmMsa
aTaK Ha NPUMEPE LLIeNOYKM MOPaXeHMs. ceTeBoro Tpaduka 1 namsaTu.

- HayuuTtecb otnnyaTe APT-yrposbl OT Opyrix TUMOB yrpos. - HayunTtecb npoBoanTb aHann3 $annos XXypHasnos

C MOMOLLbIO PEerynspHbIX BolpaxkeHuin n ELK.



LndpoBas kpumuHannctuka B Windows

-+ N3yunTte meTonbl 06HaAPYXXeHNS PasnnUHbIX LUPPOBLIX YVIK 1 YMPaBAEHS MU B PaMKaX KPUMUHANNCTYECKOM
3KCNepTU3bI.

- OcBOIiTE OCHOBHbIE UHCTPYMEHTbI 1 METOAL! LIMDPOBOI KPUMUHANUCTUKI.

- HayuunTecb HaxoouTb cneppl BPeAOHOCHbIX AENCTBUI, CBA3aHHbIE C HUMOEHTaMW, B apTedakTax Microsoft Windows.

- HayuuTecb npoBoanTb aPdEKTUBHBIN KPUMUHANMCTUYECKUIA aHaNnM3 NamsaTi, UCTopUK Bpay3epa 1 3NeKTPOHHON MNOYTbI.

. HayL4I/ITer BOCCTaHaB/MBaTb cu,eHapl/n7| MHUMOEHTa NCMNoJ1b3y4d BpeEMEHHbIE METUK N3 Pa3/INYHbIX apTquaKTOB Windows.

BesonacHOCTb peLieHnn

Be3onacHas pa3paboTka nporpamMmmMHOro obecrnevyeHus
- VI3yunTe oCHOBHbIE MHCTPYMEHTbI Y MPaKTUKM 6e30MacHON pas3paboTKi, a Takxke NMPUHLMMbLI Pean3aLmm XXN3HEHHOrO LKA
6e3onacHol pa3paboTky 10O B KOMMaHMW.

- Yrny6uTe 3HaHNa o Noaxoax K MOAeMPOoBaHMIO YIPO3 1 MPOEKTMPOBaHMIO apXUTEKTYPbI MPOAYKTOB C YYETOM TPeboBaHN
6e30MnacHOCT.

- HayuuTtecb VHTerprpoBaTh NyuLle NpakTVkn U MHCTPYMeHTH OWASP B npouecchl paspaboTkiy 415 NOBbILLEHS!
6e30MacHOCTM CO3aBaeMbIX NPOOYKTOB.

- MorpysuTecs B NpakTuky 6e30MacHOro NPorpamMmMmpoBaHng Ha C/C++ 1 NonyunTe NpakTuyeckmne pekoMeHgaLmm no
MOBbILLEHWIO 6830MacHOCTY Koaa.

Be3onacHOCTb 60MbLUMX 3bIKOBbIX MOAenei

- OBnageeTe 3HaHVSIMW B HOBOW 1 ANHAMWYHO passl/lsarow,eﬁcq obnacTtu 6esonacHocTy LLM.

- PasbepéTech B KNoUEBbIX METOAAX aTak, Tak1X Kak AXKennépeikm, NpoMnT-UHbekummn (prompt injections) n «koHTpabarnaa
TokeHOoB» (token smuggling).

- OcBouTe NpakTnyeckne MeTombl 3aLmTbl LLM-cepBnCOB Ha ypOoBHE MOAEN, NPoMMTa, CUCTEMbI 1 CEpBMCa.
- WayunTte CTpyKTYprpOBaHHbIE MOAXOAb! K aHanMay 1 oLieHke BesonacHocTh LLM-crctem.

- ChopmMupyeTe HaBblK/ OLEHKN BE30MacHOCTY, 3aLLNTbI U NPOEKTUPOBaHNS HaOEXHbIX LLM-cucTem, patoTtas ¢ peanbHbIMM
npyiMepamMiy 1 NPaKTUYeCKMM 3a4aHUSAMMN.
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